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The General Data Protection Regulation ("GDPR") of 27 April 2016  
will become effective on 25 May 2018. The GDPR repeals Directive 
95/46/EC on the protection of individuals with regard to the 
processing of personal data and on the free movement of such data. 

One of the objectives of the GDPR (recital 7) is creating the trust that will allow 
the digital economy to develop across the internal market. 

The GDPR operates a true paradigm shift, 
creating a real opportunity for everyone to 
improve processes and foster the collaboration of 
those involved in the processing of personal data. 

This presentation sets out to describe the 
measures implemented by Havas Group entities, 
as data processors, to ensure compliance with 
GDPR provisions. 

The measures described in this presentation are 
illustrative only. Some are already in place, whilst 
others are in the course of being implemented. 

HARMONISING regulations

STRENGTHENING the rights of individuals on the territory 
of the European Union with the introduction of new 
concepts

RAISE awareness among actors involved (controller  
and processor), in terms of their specific duties and  
of the territorial scope of application

Make the regulation CREDIBLE

INTRODUCTION AND PURPOSE

TO THIS  
END, THE GDPR 

SETS  
OUT TO:
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THE  
GDPR’S 
MAJOR 
PRINCIPLES
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STATUS OF  
HAVAS GROUP ENTITIES

HAVAS CLIENT

CONTROLLER  
(specially with  
regards to the 
personal data  
of employees  
and suppliers)

PROCESSES DATA ON BEHALF  
OF CONTROLLER (e.g. audience 
segmentation services, etc.)

DETERMINES THE PURPOSES  
AND THE MEANS OF PROCESSING  
(e.g. campaign targeting, 
prospecting, etc.)

CONTROLLER 
(e.g.  
clients/prospects 
personal data)

INSTRUCTIONS 
AS PART OF 
SERVICES 
ENTRUSTED

PROCESSOR 
(data processed 
as part of services 
delivered to clients)



8

ECOSYSTEM  
OF THE PROCESSING CHAIN

Largely as part of their services, entities of 
the Havas Group act as first-tier processors 
but may appoint second-tier and subsequent 
processors. 

All the actors in the chain are liable, 
including the controller and all the 
processors in the chain. The duties of each 
actor must be specifically defined by contract 
in order to limit risks. 

Compliance by Havas Group entities is 
essential but not sufficient. Compliance 
by other actors involved in the chain, both at 
controller and at processor level, is also crucial. 



8 9

EXAMPLE 1 - MEDIA 

DSP

Data Provider

Ad server

Controller

Havas entity in charge
1 PROCESSOR

2 PROCESSOR

3 PROCESSOR

TIER

TIER

TIER

Trading Desk  
(Havas Group or external) 

Obligations: statutory, 
contractual, etc.

Consulting, compliant 
services, etc.

Inventory
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EXAMPLE 2 - DEVELOPMENT

Client, controller

Havas entity in chargeClient provider assisting  
in the project  

(e.g. AMO, host, DMP, editor…)

Havas entity in charge

External entity  
(e.g. host, router, editor…) 

1 PROCESSOR

2 PROCESSOR

3 PROCESSOR

TIER

TIER

TIER

Obligations: statutory, 
contractual, etc.

Consulting, compliant 
services, etc.
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COMPLIANCE REQUIRED  
BY THE ENTIRE ECOSYSTEM

For each processing, all the actors involved in the processing chain, 
from the controller down to the last processor, must process personal 
data in compliance with applicable laws and regulations:

Compliance necessarily involves the cooperation of all the actors in the chain. 

THE GUARANTEES PROVIDED 
BY HAVAS AS PROCESSOR RELY 
ON THREE PILLARS

THE CLIENT, the controller and any  
direct processors other than the  
Havas entity

Adequate security 
measures

Contractual 
arrangements

Approved and  
controlled processing

THE HAVAS PROCESSOR AND ANY SUBSEQUENT 
PROCESSORS, whether they are part of the  
HAVAS Group or not
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HAVAS CONTRACTUAL ARRANGEMENTS  
AND SUBSEQUENT PROCESSING

The commitments of the Havas entity under the agreement entered into with 
the client and included in the contract made between the relevant Havas entity 
and the processor approved by the client are as follows:

-  Processing personal data strictly under the written instructions of the controller, including transfers 
outside the European Union. In this latter case, appropriate measures are taken. 

-  Ensuring that persons authorised to process personal data undertake to respect confidentiality  
or are otherwise subject to an adequate statutory confidentiality duty. 

-  Taking all the mesures required under Article 32 GDPR .

-  Appointing a processor only subject to prior approval, causing the processor to assume the whole 
set of obligations under Article 28 GDPR. 

-  Taking into account the nature of the processing, assisting the controller through appropriate 
technical and organisational measures, to the maximum extent possible, to fulfil the controller’s obligation 
to respond to the requests made by the data subjects. 

-  Assisting the controller in ensuring compliance with the requirements of Articles 32 to 36 GDPR 
(security, notification and communication of personal data violations, impact assessments and prior 
consultation with the supervisory authority) taking into account the nature of the processing and  
the information available to it. 

-  Deleting all personal data or returning these to the controller, destroying all existing copies at the 
discretion of the controller. 

-  Making available to the controller the required information to demonstrate compliance with  
his/her obligations and to allow the conduct of an audit. 

-  Notifying the contoller if, in the relevant Havas entity’s opinion, an instruction is non-compliant. 
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SECURITY  
(ARTICLE 32 GDPR)

1.  Taking into account the state of the art, the costs of implementation and the nature, scope, context and 
purposes of processing as well as the risk of varying likelihood and severity of the rights and freedoms of 
natural persons, the controller and the processor shall implement appropriate technical and organisational 
measures to ensure a level of security appropriate to the risk, including inter alia as appropriate:

a)  the pseudonymisation and encryption of personal data;

b)  the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing 
systems and services; 

c)  the ability to restore the availability and access to personal data in a timely manner in the event 
of a physical or technical incident; 

d)  a process for regularly testing, assessing and evaluating the effectiveness of technical and 
organisational measures for ensuring the security of the processing. 

2.  In assessing the appropriate level of security account shall be taken in particular of the risks that 
are presented by processing, in particular from accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to personal data transmitted, stored or otherwise processed. 

3.  Adherence to an approved code of conduct as referred to in Article 40 or an approved certification 
mechanism as referenced to in Article 42 may be used as an element by which to demonstrate compliance 
with the requirements set out in paragraph 1 of this Article. 

4.  The controller and processor shall take steps to ensure that any natural person acting under the authority 
of the controller or the processor who has access to personal data does not process them except on 
instructions from the controller, unless he or she is required to do so by Union or Member State law. 

The cooperation among the agency, the client and the client’s external 
representatives on security matters is crucial. Security must be taken into 
account from design (privacy by design) and by default. The principle of 
minimisation (processing only any data strictly necessary for the purpose 
of the processing) contributes to the security, whilst a close collaboration 
is necessary. 
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MEASURES 
TAKEN BY 
HAVAS 
GROUP
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TO SATISFY ITS DUTIES 

The agreement specifying the responsibilities of the 
agency and the duties of each party in the processing of 
personal data (compliance with statutory undertakings, 
security, confidentiality ...)

The agreement schedule defining for each processing:

- The scope and duration of the processing 

- The nature and purpose of the processing

- The type of personal data

- The categories of individuals involved

Personal data protection chart :

- Security policy, PAQ, SLA

- Confidentiality policy

- Violations notification policy

- RACI if necessary

Ensuring that client’s instructions are clear, 
precise and in writing
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HAVAS GROUP ENTITIES’ PARTNERS  
AND PROCESSORS 

Transfer 

Subject to client approval, Havas Group entities use only service providers and 
processors in the territory of the EU, or in a country recognised by the European 
Commission as offering an adequate level of protection. 

Additionally, if an entity of the Havas Group must (in agreement with the 
controller) rely upon a processor situated outside the European Union which 
is not considered to have an adequate level of protection, the relevant Havas 
Group entity and the data processor(s) will enter into the Standard Contractual 
Clauses based on the model established by the European Commission.

Havas gets each of its suppliers to enter into an agreement incorporating 
the above points. Suppliers must abide by a Data Protection Charter 
to ensure that their commitments are aligned with GDPR provisions.
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TECHNICAL AND ORGANISATIONAL MEASURES  
(HAVAS/HAVAS GROUP MEDIA) - GOVERNANCE

Daniele Nguyen

Tasks (articles 37 to 39)

- To inform and advise all the entities of Havas Group

- To monitor compliance with the GDPR by the entities of Havas Group

- To provide advice as regards the data protection impact assessment

- To cooperate with the supervisory authority

GOVERNANCE HAVAS GROUP

Additionally and for an appropriate internal GDPR compliance,
a DPO referent will be appointed for some regions,
relevant countries and global areas
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TECHNICAL AND  
ORGANISATIONAL MEASURES - SECURITY

IT resources to guarantee security

Havas has organised the information systems 
security governance around a central service and 
a Security Director. Both define the standards to 
be applied across all of the Group’s agencies. Each 
local IT department is responsible for enforcing 
these standard policies. The application of such 
policies is controlled on a regular basis. 

Havas IT, which provides the IT resources to each 
of the Havas Group’s agencies, takes part in this 
group, ensuring the application of Group policies. 

This set of policies (or rules) and its enforcement 
are instrumental to the security (or lack thereof) 
of the personal data of our company and our 
clients. 

The Group’s security policies consist of some key 
aspects listed below.

Physical security

Physical and environmental security protects 
information, information system infrastructure 
and facilities from physical and environmental 
threats. Physical access to information processing 
areas and their infrastructure (communications, 
electricity, and the environment) must be 

controlled to prevent, detect and minimise the 
consequences of unintentional access to these 
areas (unauthorised access to information or 
disruption of information processing). 

Havas Group deals with issues related to 
physical security, physical access controls, 

equipment security and general controls across 
a set of policies that are mandatorily applied by 
each of the Group’s agencies and in relation to 
the personal data of their clients. 

In practice this means, for example, that data 
centres or servers are subject to restricted and 
controlled physical access. 

Logical security 
Employee access to IT systems

Rules apply to an individual’s access to IT resources, 
including (without limitation) the following:

-  Havas agencies must identify and 
authenticate all users before granting access 
to relevant systems only. 

-  Each user must have his/her own credentials, 
which may not be exchanged or disclosed. 

-  A complex password policy is applied on a 
rotation basis. 
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-  The use of programmes and access to data 
are restricted to authorised individuals only, 
according to their responsibilities.

-  Data owners/controllers must verify access 
lists at least once a year.

-  Access revocations must take place as soon 
as the IT department becomes aware of a 
revocation.

-  The means of control of and access to data 

terminals made available. 

Network security management

The networks of Havas Group are interconnected 
and protected from the Internet by firewall 
equipment. Networks follow security standards 
consistently adopted and applied across the 
Group. 

Networks are kept up-to-date with the publisher’s 
update and comply with intrinsic security rules 
(e.g. management of administration passwords). 

Networks remain segmented and protected 
across various levels by such equipment.

Networks remain logically separate, and 
exchanges among them take place strictly on a 
need-to basis. 

Endpoint and Wi-Fi elements also meet Group 
security standards. 

Servers, workstations and network elements are 
subject to a strict publisher update policy. 

Servers and workstations are subject to a 
standard antivirus software policy.

Local disks of workstations be encrypted.

A data classification policy supports access 
restrictions by users or third parties. 

Data transfer rules and their encryption are 
clearly established and the tools for doing so 
restricted. 
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TECHNICAL AND  
ORGANISATIONAL MEASURES - TRAINING

RAISING AWARENESS AND PROVIDING TRAINING 
TO PEOPLE RESPONSIBLE FOR PROCESSING 
PERSONAL DATA AT EACH RELEVANT ENTITY. 

DELIVERING TRAINING TO ALL HAVAS GROUP 
EMPLOYEES WORLDWIDE VIA E-LEARNING. 

PROVIDING IN-DEPTH TRAINING FOR CERTAIN 
SERVICES/ACTIVITIES/ENTITIES ACCORDING TO 
THEIR SPECIFIC EXPECTATIONS. 
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ACCOUNTABILITY

Technological platform One Trust

One Trust allows to:
- Keep records of processing activity and data mapping (Article 30) 
- Perform Data Protection Privacy Assessments (Article 35)
- Monitor processors’ compliance

Records of processing activities (Art 30) 

Each processor and, where applicable, the processor’s representative shall 
maintain a record of all categories of processing activities carried out on behalf 
of a controller, containing:

Technological platform

Traceability
Documentation

GAP analysis

-  The NAME and CONTACT DETAILS of the processor or processors and each controller on 
behalf of which the processor is acting, and, where applicable, of the controller’s or the 
processor’s representative and the DPO.

-  The CATEGORIES OF PROCESSING carried out on behalf of each controller. 

-  Where applicable, TRANSFERS of personal data to a third country. 

-  Where possible, a GENERAL DESCRIPTION of the technical and organisational measures.
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SUPPORT 
SOLUTIONS
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NEED SUPPORT ?

a personalised user experience.

A complete support, from roadmap definition to the specific implementation 
in marketing campaigns in compliance with GDPR regulations.

Technological programme dedicated to GDPR

Diagnosis

Identifying personal data  
as part of digital marketing 

data processing 

Catalogue of processing  
 and digital data

DATA INVENTORY

Identifying the actors 
 involved in data processing, 

their duties, the place of 
storage and data transfers

Actors cartography and 
mapping of transfers

DATA MAPPING

Identifying cookies 
 gathered and CRM data, 
verifying the obtaining  
of required approvals

Cookie & CRM notice  
checklist 

COOKIE & CRM COMPLIANCE



Cleaning of non-useful data 
processing and processing 

technologies

Tag optimization

CLEANING 

Identification of a level of risk 
associated to the processing 
of personal data (obtaining 

consent, geographical 
processing, retention period)

Risk categorization 

RISK EVALUATION

Identification and  
prioritization of tasks  
according to the risk  

assessed in collaboration  
with your DPO and the  

actors involved

Action plan

PRIORITIZATION

Technological programme dedicated to GDPR

Recommendations
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92800 PUTEAUX

Free document - Cannot be sold

        

Q U E S T I O N S  ?

CONTACT OUR DPO
Daniele Nguyen

dpo@havas.com

WARNING : confidential document. Its content remains the exclusive property 
of Havas Group (texts and graphs). Any full or partial reproduction is forbidden 
without prior written consent of Havas Group. 

mailto:dpo%40havas.com?subject=
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